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Security Management Strategies and Defenses
 	The emergence of information technology resulted in the development of software and applications which collect sensitive personal data; as a result, they have become more vulnerable to attacks. However, several types of security management strategies have been developed to secure these business applications, including the authentication and authorization of all network users (Soomro et al., 2016). This should happen at the beginning of the system usage, thus allowing only approved individuals to use the network. Authentication and authorization are the foundation of security and can be used in the form of login form and password.
	Another type of strategy is to ensure encryption is done across the network system to preserve privacy. Encryption plays a critical role in ensuring privacy is upheld in the network, especially during the transfer of messages, files and passwords through the business application. Normally, encryption comprises changing the digital data from a plain text that anyone can recognize to a cypher text while utilizing mathematical procedures or keys (Soomro et al., 2016). Additionally, encryption is essential, especially when operating through the internet to ensure the integrity of data being exchanged through the business application is upheld.
	Also, end-point security is very critical in guaranteeing the different users have changed privileges based on their usage. Thus, end-point security concentrates on the devices involved in the application because it is vital to confirm that only valid devices will access the application or data. Furthermore, the security management team may use several ways to mandate end-point security is maintained, including the data controls, anti-virus, user control and personal firewall (Kariv et al., 2015). Also, intrusion detection software is very critical; nonetheless, the team not only install this software in the devices but also in the firm’s servers. 
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